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339603 Q3N6ROT00

LodaMomal emg&mea

39339b00b bagMmsdmMobm 1boggmbodg@nb
sbmznMgdnmo 3GMPgbmMo
guramgvinjilia@gmail.com

330D 3IHTRO30

39335b00b bagMmsdmMobm 1bogzgmbndg@ol sbob@gbdo
Logoomggmmb Lo gmbLEndyysom Lobsdsommb bsdsMomgdngo
MBON639mYmBobs s 33tmg3980L 3561 039680 L3g30omabBo
r.berulava@constcourt.ge

9596580, 3G enmo bognmMgdob s3zs LogMmadmmMabm 31dsbodsmyyemo
LadsFmmal gMo-gMo Bbsdgbd e Lygmmb Bomdmswaqbl, cmdze ™msebsdgo-
™39 30dgmm3ol s (308300 Ggdbmemangdal g3mded Bomdmdgs sbama badsm-
onmgdfngo gsdmbggzgd. bodmmaddo gobboemmmos, 3M(39mmEgds oy oMs dmddgon
LagPmedmMobm badstomgdmogn RsGhmgdo, M3amggmgbse 1954 Bemals 3sogol
3mMbggb(308 dgosmsemgdmma 3mbgmod@olb MM 3nm@nEnm  gobgymmdsms
5(330L dgbobgd s dabo sds@gdoma mddgda bsd 3o@gammMnsdy: Bodogn®, go-
30BHISI > 30aMImar Jgfdbocy JPmEIHIm 3933300MgmobY/Loggadgde-
Bg. obGMEE-0mGoonmo sbsmabo shzgbgdl, HmI FnmEnEmmo bsznmgds
3ol EMmL 3nEdngse BsMdmsemanbos gsbdMob gobsanmgdabs ©s Jumomdal
md09d@L, Mol Ladsbybmes LogMmadmMobm basdsMmama g s3mdMngsw asbgn-
®3M©s Mndgmol 3mEgdbosb 3ssg0Ls s ¥gbgzol 3Mb3gb(309093y. (0B
35654360l 3Gm(39L3s 360d369m3bs aoboMEs MG MEmo 353 3300MgmMdal
bgemBobabzmdmds, BogMsed s3sgMmmumam batMdmdgs 308gMbagMmmbggdal, dsba-
3mmo300bs 5 Imbo(3gdms 3oboammgdals domamo Mabgo. LGsG0s 938 3o(390L,
dobgsega 0dobs, ™3 1954 Bemal Jssgol 3mbggbzns o6 dgnzezb (369393L
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»(30BOY 05 , 353080930 Ly gnmMgds, dobo gamenzomco gobdsm@gdom,
Jqbadmagdgmos 83 59803980b gobobomgs, Bmams 0dnggdobs ©s 3MmEGmmo
dgbLogMgdal ba(393980L sbsemman, Momsy Jomdy gogM(3gmegds dmddgwn bagm-
®33mEM0bm LadsMmmgdMngn s(330L Mggnda. 5bndbyyma doamds dggbadsdgds
Labge3bogmgdal 3Mog@n3ol, abgbzmb 0bo(zns@039dL s LagMmadmMabm bo-
domamdn 053 33000095 3M0b(303L, HMImolb Mobobdows(s, JMmEemmo 393~
330006gmds 35(3MmdM0mdal bagmom gobgnmmdsl Batdmswmaqbl.

5b3360L Lobom, BdMmman sbobagl, HmMI (3ogGYmo s go308MYOPm Jend -
o 8983300009Md0b (330 00b653g0MmM3g LogMmmsdmmobm Ladstmmal gfom-
960 3magglb asdmbggzem ng(3e. sMbgdmmon bgmdgzMmgdgdo Jdbol dofomsow
Loggndggmb, o330 9B9dG0b0 s (330 dmombmgl Mmam s dmddgwn bmmdgdols
0b& 93698 o(300L s LabgmBBogm 3Msd@0gzolb gobznmsmgdsl, sbggg sbaema, xbo-
396baemmGo s Lagameadymm bsdsMmmgdMngn LEBSbEsME ol BMEMTaMgdsl,
1005 3o(3mdM0mdal 3B Mmoo 0@gb@mdal o335 NbMNbzgmymazaema nymb
(30860 g3mgdal 3ofmdgddoa.

boggsbdm bngyzgdo: Logmosdmmabm j30dgmm3gmozngde, (3006memo ymend -
Gemo bs gmo@gds, bsgmosdmmabm 3ndsbodsmaemo bodsmosmo

303010

JNOG AN bod@mﬁgbobl 5 FOG MO 398 3300M9Md0bL (335 dSMsbamns
93996980L 0bBME0nbmgal. 8cbadbymol @sbGMME sMsgMomn Bsgsmmamo o ab-
GmMommo 3mzmgbs aodmeagds. bygoMmggmmb ab@mmosdars sGLgdmadl dbgagbn
dogamomn, MmEgbss 943003y omsysndgomads bogmsebagmdo hndmsn bomgdmemn
96m3bmn LogsbdyMo gosstbnbs ©s35Ma35L s aobsanMadsl. Mabemgl ab-
&mM0sdo 3bgagbo dgdmbggszs, osbrmmgdaom, 10 Bemals 606 Imbs, Gmwgbs @g-
Geob@nmds mMasbobszns ,obmsdnMds Labgmdbogymd®, LoMosdo gonds(ss,
06535 ©d dmenmb bogmbmgl godmabamds omdamslb abGmMamma dgamal 34-
oGm0, bamgm sm-sbsswo. od(3e, gb Y39b6sL3bgmo 36 sgdmMAagms &gfm-
0L 9OL s 36 gobosms LoMosdn s@bgdmmon 6@ 03z3MNsG 0L banmdmmm Lads-

! JOGnEgmo baggomtgds — dmdmago ob qdMogo Jmbgds, Mmdgmbas gobbegnomigdamao
360d369mmds 543b bammbgdal 3mmEmemmo 853 3300Mgmobmgal (dgamgda, baggdmdagda,
sMgnggda, 3nbgndgdn s bbgs) — Convention for Protection of Cultural Property in the Event
of Armed Conflict. (1954). Art. 1.
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@033602. Mobemmgl dm3agamdo (335 ogoMEads 5 FbmEme BoDo Mo M-
LgdE FNMEYOYm Lo FMYNMgdsL s 93 3goEMgMdsls, 3Md3g oo go(30xMgdmm
396L0gdL s sbmowdgddboem (308 Mm 3B LognmMgdsl. sbgm ML
abdolb goobgs, oMLgdmMAL oy ofs LagMmadmmabm badsmomgdfogn bmMdgdo,
m3mgdoz 9Mgammomgdlb s s6gLMnggdlb Mmebsdgommagg 3Mmamgbol dgmgasw
dqd3boem sbaen dodsMormmgdsl, Mabsz 30xMMmo 3FnmENOImo bs3nonmgds ©s
3530809090 Joedgngee baggomgds 3d30s? ggnmm gmbidydamar, o3ogb
@ 560 (30BOYE/3(30BMIIV JIGIOI Loggomgdeb emgbrmgmdon o®bg-
dnmo bagMmadmtobm 3dsbo@emmo Ladstmamo bLadbgMm 3mMbygmod@qdo-
Lab? 5bndbmn, 3obbsgMmMgdom, Loab@gMgbms Msbsdgommgg Ladystimda dm-
mm 3gMomedn 3obdomgdmmo badbgomm 3mbgmnd@qdal gmbdy.

LagMadmMobm LodMasEmMgdsdn sMLYdMAL 3mMbLYbLYLo, M3 Lmgbomgmdom
3@bgdmoa LagMmadmEnbm 3¢dsbo@oMmo Ladstmamo a53mnygbgds JodgMbong-
(3990(3, Omamez bobgmdbogmgdal, sbggzg, sMsbsobgmdbogm sj@mmgdals babs-
sm3na’. 8oa@s8 LydmgsEMYds KM o6 Bgmsbbdgdams, o) o YmEMom brgds
3@bgdma LagHmsdmEnbm badsMomgdfngn bnMdgdol godmygbgds.

JI@EIOYmo boggongos @I Hmam® bymdghgmgdedy @sggdbydy-
™o, 3bg3g bogMmsdmMobm Azgnmadomo LadsMmmom. dgasmomgdymo 3mbgemng-
&obsb 3gmEnenmo bs3nomgdol gobsanmgds, ©sbasbgds, Jufomds, gsbwos-
@0B30 ©5 5G3LemdbsEM 8m3yBmds Bomdmoanbl mBol ©s6sdammb?. ormd(ss, 0b-
&9Mbg&olb s 3oxeYmo §ggdbmmmangdol gobgomamgdsd LEMmosw dg(33oems
JN@&Gaenmo bs3monmgdol GMawasonmo gmmdgdo, abymgda, MHmamMozss dga-
mgd0, 6dnbos saamgdo s sMdgmmmaonmo gombmgdo. s3sbmsb, dgoddbs (3093~
o FNoGaOgmo bognmmgdolb sbsmo gmmds, Mmdgmacs bdofsw dmblgbag-
dnmos, OHmMaMM(3 ,»(308OYms© dmdomo 3MmEAHmmo 838330(9630060“5. >mbnd-
byemo §gMdnbo ammobbdmdl obgo gumEnenm bsgnmmgdsl/dgdzznmgmdsl,
mdgmo(z dobo 3oMzgmymenemn baboom ndmsgomgg dgnddbs Gmam(s (3086Men

36 d@0. 3gbsdsdnbswm, (30xGmo gmmdno dggdboema 3@ mEnmn 39d3300-
Fgmds asb mM3sgo baggMombal Bnbsdyg, GmamE(3 3mbzgbz0Mn 3gmmmgdals go-

? Hubbard, B. (2015). Syrian Expert Who Shielded Palmyra Antiquities Meets a Grisly Death at
ISIS’ Hands, N.Y. TIMES. 3nbo6gemados: https://www.nytimes.com. (6s6sobos: 03.08.2025).

? Solis, G. D. (2014). Cyber Warfare. Military Law Review. 32.

* O’keefe, R. (2010). Protection of Cultural Property Under International Criminal Law.
Melbourne Journal of International Law. 339.

> UNESCO. (2003). Charter on the Preservation of Digital Heritage. Note 3.
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dmygbgdom, xBadognmo mogsbbds ©s bosbal daygbgds, sbgzg, Logmobal d53-
(3390 30dgMHM3gMO (3090000

LagMmadmMobm 3dsbo@otimma Ladsmamoa b 039309L bLsdo 3oGgamnals
JNmEenm  bsgnmmgdslb/dgdzznmgmdsl:  Mgomam  basdystmdo  smbgdmemmn
JI@GIOI@0 LaggNMYds, 3o308MIEYm0 FIXGYM Yo boggomgos @d (308MY-
™m0 e aermmo bod‘gmégbof). bodmea gboemn LGNS 330mbggmb  Lomsgsbmdl
1339  oMbgdmmo LsgHmsdmmabm LadsMmmagdMngo 0bbGEMIgoGgdol dsbmgdym
3963508 g0sb s badL ybgsdL, MmA gb be@Mdgdo g3M(3gmegds MmamGs Jned-
e boggomgosdy, 2bgag, GEBOID © 330BOIIX FIRGEYOIE boggmdy-
60%3(37. 1360560 046905, 01y LogMmsdmEobm badsGmamo (30RGN ©S 35(30R-
909 3@ eem bsznmmgdsl 3mgdymmds abg, Mmames sMJogzqdl s La(ze-
390L. 5060dbymon Joamads bgdmblgbgdym JumEnemma bsnmmgdol gmmdgdl
dmagd393L bgmdggnmgdgdom s(3mmo 35635 gd0l d393 s dosbaggdl dgbods-
3oL ©a(335L dgosmemgdmmon 3mbgmod@ob 303nbsfmgmdabsl. msbsdgommayg bs-
bgmdbogmagdn LbMogn ©933gdom (300mMda6 3MmE Mmoo Lo 3Mmmgdaob gos0g-
gdol, Moms ©an(3396 gb 3obabzbgmn 3emads@ol (33momgdobasb, @gfmm-
0b80bgs6, BB gFHo 35650anM930bas6 ©s 8.8.° JmEaGnmo bsgnm@gdal as-
(3086905L056 gfma 30 3g@ 3b0d36gmmdals ndgbl dnbo s330L Bgdbmemmmaganto
ob3gg@gdo.

BoM3mea gboemn 6536m38n 033emg3L LagMmadmMobm dgnsMomadamo 3mbgmad@ob
BM6d0, (308GHYmO RS Fo(30BMYIYmo FIEGYOYo bogroMgdol @e330b
Lagombl. BodMmBols 3oMggmo babama gbgds Mm3gdal EMML Mm@ nEYmo Lo yom-
6900b ©3(330L AbBMAOSL ©s Fob LadsMmmgdMng asbgomatgdsl. dgmmg Bsboemn
a3baboagh (30xMmo s ao308MgdMmo FMmEAnmo bs3nomgdal/dgdzzn-
9mdab gobz0mamgdsl s dosm dndstm sMbgdmm mabsdgmmgy bagmmbygdl. dg-
badg boBomo BoBbaw nbobagh (30xMYmo s 3o30RMgEYmo FHEE PO bs o=
61900b sbmadn® LadsMmmgdMog aossdMgdsl s dsmdy 339 sMbgdmma bagm-
®33mE0bm badsmmmgdfngn bmmdgdal aozM(3gmgdol dgbodmagdmmdals gobboem-

35b. 3939, YFOEEgdsL 83sbgz0mmgl 3Mbxmad@dn 3mbsbomg dbsmggdol goemmg-

% O’keefe, R. (2010). Protection of Cultural Property Under International Criminal Law.
Melbourne Journal of International Law. 358.

7 Alexander, A. (2015). A Short History of International Humanitarian Law, European Journal
of International Law. 109.

¥ Silberman, N. (2014). From Cultural Property to Cultural Data: The Multiple Dimensions of
»,Ownership“ in a Global Digital Age. International Law Journal. Cultural Prop. 376.
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dnmgdgddg 3nm@aegmo bsnmcgdol/dgd3300Mgmbdolb @s(335Lmsb ©s 39330 g-
dom, 0gbgds gb domo gabogmGo bgmdgubgdermmds o) NLogMmbmgds 306gMbog-
6 (3990.

1. dIRNEIHIN( LO3INGHIBOL dORINR0 LOIGTIOAMGHOLM
30006:0RQJISINN JMEBRNISNL LOZIGTOTRI(N

11. dIRNEIHINN LO3INHIBOL RIGINL NLGMHNIRN 39630010(I3O

JO@EONmo bs 3o gdal/dgd 330060 gmdalb gsbsanfgds sb&ngnmn s dmsbasn-
30bmgsbo 3mbxmng@gdal gobyymezgmn baboemo ngmg. 5dsb obodbsgws, xgM 3o-
093, 091300007 »3gemm3mbgbol mdgdda® s dbgqu;mB@)gm. m3dgmgdals G Mo-
30, 3035MK3905LMSL gPMmsE s3yHmMdoema bambadols bgmm3b9d0l 60dxMdgdols
dm3amzabocs amoeongH. sbammaom@oe gMdgmegdmes I Loy gnbygddacs,
mqbs 1258 Bgmb dommamnl semgdal d93mga, dmbemmmgdds godsm33qb domes-
Job yggemes dodmommgzs s 08 OHMobmgal s@bgdmmoa Bogbgdo s bymbsbgmada
dnbsfg &ngtdo goggogotﬁablz. 3MbLEsbEG0bm3meal a(39d0bsl, aowsbzgl be-
babemggdo, abGmEoea bagsbdnmo smogsw Baomgl Mognmds 3gmamgdds s go-
b39L d0dmmnmmg3gdn, Mm3mgdo(z nbabsgms Jmabognfo s seMgnmo JMnbdon-
Sbmn g3mgols emo@gMod e 6036(0836[)13.

3505@mMbgdmmn doamdol aoMEs, sMLgdmdos goblbbgsggdmmn Imbadmgds(s,
M3 ©Ea3yMmdomao §gModmmoal 3nmEmmo 399 330000M9mdal asbsanMgds
365830l 3mM3Gobo nym ©833yMmmMdmobmzgal s e sDnsbgdobab sMdndgdd«-
e dgamgdl, §odmgdl, babs@adl, babgMmadl s 5.d. 530l ghm-gMmo 3ofggemn
3og85mnmns BMHEMob daMdstmmbsl dogm 1158 Bgmb gsdm(3gdmo gond@n, Mmadg-

® Thucydides. (2008). History of the Peloponnesian War 56667 (Richard Crawley trans.
Floating Press). (Fourth century BCE).

1 Xenophon. Cyropaedia (F.M. Stawell ed., Henry Graham Dakyns trans., Project Gutenberg
2009) (370 BCE). 73.

" Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 254.

12 Raven, J. (2004). Introduction: The Resonances of Loss, in Lost Libraries: The Destruction of
great book Collections since Antiquity (James Raven ed.). 11.

1 Smith, G. B. (1959). Islam and Christendom. in History of the World. (2™ ed., W.N. Weech
ed.,). 339.
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m0(3 3Bdo35 M3056mBol MM g3mabogdal dsM(335L' . 50BadB gm0 bsombo-
bado oamBs dgozgems gobdsbsmmgdgmms g3mJsdn s aohbobab ssdnsbgda,
306(3 (300mmMd©s, LydsMmmgdMogn 3adgdom (33 JNEGNO o 393 3300 M-
ds. gMsbao oMb 9396 g 308 gmal sDMom, Jnm@nEmo bsgnmmgdol/dga-
3300060gmdol gobsanmgds bosbl sygbgdws sfs dbmemm dob swanmbsdymegem
Labgedbogmb, 8890 Bmgm 35(3MdMoMASL. sbggg 93@ 30390, M3 e da-
o bagnmmgdol/dg8 330Mgmdal (dgamadn, GodfMgdn, s3m@sdgdn, Jobwszgdy-
30, babo@gdo s .d.) gobsan®gds o6 dgodmgds agmb s@(396mo bsdbgomm ©s-
3060L306 7980 M30m30Dsbo © ML 3obmbogHa mdogd@o. dgbadsdobow, dbasgbo
&03ab 548 gd0 @ogdmdaemns gcgdals donGanmls. sbammaom® 3mbaznsb 0bos-
9000 8 33y36gds LagMmadmMobm LadsMmmol gfm-gfmmo gdgdgdgmn 349~
am atmionbo, Gmdgmo 300Rbgzes, Bm3 dgmdsmn dbsyg gommmgdmmo ogm,
38Mab Lodmgomadm s FNEEGNEONE Ld3NNMYdSL LogHmbormaom Fm3yMmdmms
s Lagommgdal goMgdy, mdodgdme o6 60360@&@63606016.

0b@qLGM0smod(300LmD gPMIE FomaMEgdmEs LagMmadmEnbm Ladsmomsemn
JOOEYONmo Ld3PNMgdal ©o(330L bLygMmdn. 1863 Bgmb dg48boem modgMals
3m94bdo, Mm3gma 33gMogal Ladmgomsgm m3ol ML asdma(zs, @IS
39800930 @ enmo bsgnmmgdsbo: 3mobognmn bymmmzgbgdol bodwdgdn, dnd-
mommyg 3900, Ladg(3bngHm 3mmgd30900, dzntggabo Ladgzbog®mm ablMdg68gda,
3ogomnms@, sbGMmbmdoymoa @qmgbzm3gdo s 0.3."7 099335 modgmal gmegdbo,
o mgds 9bs, dgbommymo aym, dsgsmomaw, ngn 11339008 NG MGemo dg90-
3300060gmbol oRBmadsly, 0 3boMg o6 ©3DNsbgd©S 3bndbeem 6030)[)18. doybg-
3350 030bs, MM M0dgMolb 3mEgdbo o6 ogm LadstmmgdMogo m34356@0, dsb
3506(3 g9699bMImo oo Bamoma dgo@sbs mdal 3obmbgdal Rsdmysmadgdsbs ©s
396300006965d0. 9360m30l Lobgmdbogmgdds (bLagMsbggmo, ggMdsbos, asgMmos-

' Toman, T. (1996). The Protection of Cultural Property in the Event of Armed Conflict. 4.

' Vattel, E. D. (1797). The Law of Nations. G.G. & J. Robinson. London. 370.

' Grotius, H. (2014). The Rights of the War and Peace. (A.C. Campbell trans., Project
Gutenberg). 367. obobgomans: https://www.gutenberg.org. 6sbsbos: 14.09.2025.

7 War Dept. General Orders No. 100: The Lieber Code. Instructions for the Government of
Armies of the United States in the Field. 1863. Art. 35. 3obobgomdos:
https://avalon.law.yale.edu. bobobos: 14.09.2025.

18 0gdag. Art. 36.
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6gogma Ladgym) LEmGge madgmol 3megdbol asgmgboo doomglb dbgsgbo dobs-
Lol Qm&‘g@aE@abnlg.

1874 byl 3904365 dGagbgmals g 3mams30s, Mm3gmocy o6 nym 3dmgdagn doemnl
©mM313g6@0, ogMsd, Mmammz Mmm3 shzgbs, Bomdmaabws dgdamddo dnmg-
o 3s030b 3mb396(30960L Logndggmb. 50bndbym ©m3Ndgb@dn oMggmaw ng-
bs bablLgbgdo nm@nEMmo bsgnomMgdol sbsbgdal b gobsanMgdabmgal bab-
®geob obgbgdol Lsgombo. ©s gb ¢3365L36gm0, M3msmmeE 3Mbygmod@ ol dmbs-
Boemg bomggdl s30mEgdemgdws, 3sbmbobdagdmmdsdn dngzem Mmogosbma dmds-

599930, 306(3 356DFob ©3B0s693@S FHmGNENm LsggmMgdal™.

d9m39 Lam 3Bl @sababyalbdn, 1907 Bemals 3ssg0L 3Mbggb(300l 56-5 dgbema sbgL-
08900, m3n3s(300L 3063mMd9330, M3N3sbG0 AbaMol gommgdmmadsly, sn(33sL Mg-
m0g09)Mn, Logsbdsbsomgdemm, 3g(3bngMyema, bobgmmzgbgdm ©s bagzgmadmddgom
obgLgdmmadgdo ©s, dom ImMab, HmEYAYmo bod@m6360/338530(363m6021.
3565 dmaswo 3mbgbMnggdobs, 3mbggbznal 27-g dnbmo sagbb m3n3sbGo dbs-
0L dogf FmEnenmo bsgnm®goob ©o330L 3omEgdmgdsl s 3sbyboldagd-
@b 530LM7dL baMgl  3omEadnmgdol dgmbErmmgdmmdals 33807[‘)33303022.
091335 Igmeyg Bbmgmam mddo 3s3mhbws, MmAd 1907 Bemals 3ssgnl 3mbggbzns 396
MBONB39mYmBES JNrENENmo bs3omgdol s33oL. gobbsgnmmgdom, bdoma
aygm ba30b@mE0 g9fMdsbonl bomdmdoagbemgdal ogm 3@ nEemo 393330069+
mdol dgamadolb ©s bodydgdal gs@9(3900b dgdmbggzgda. LbmMgm s0badbyemn
BdJGMIMngo goMgdmgdoesb godmadnbsmyg, bosmgmon asbws, Mm3 Logotm oym
sbamo, gxumm dybGo s YInsmme JmENEOmm bsgznmmgdsdy mMogb@omgdey-
0 badsFmmmadcngo m3ndgb@ob dg4dbs. dgwgaswm, hsdmysmandws 1954 Bemals 3o-
sg0b 3mbggb(30s ,dg0sMemgdmmn 3mbgemag@olb dgdmbzggzedn 3nmE@ MO gobg-
Demdsms ©d330L dgbobgd®, dgdwmamddn dmblgbogdmmo, Mmammi 3ssgolb 3mb-

396(300.

' Toman, J. (1996). The Protection of Cultural Property in the Event of Armed Conflict. 7.

20
0dag- 9.
*! Convention Respecting the Laws and Customs of War on Land. 1907. Art. 56.

2 0gdag. Art. 27.
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12. 300301 4MB336GNS RO RdIOSI30I0 (MI3I30
(060 IFIN0GBNO FINEIGHINR( LO3INMIBNL ROB303N)

1954 Bemol 3sog0b 3mbggbzns BaMdmomaqbl dofMomsm bgmmdg3mmgdsl, Mmdg-
@0 0353L FICGVOPE Loggomgdeb dgesmergdgm mbgmad@gsde. bymdgs-
O9gos JI@GYOIE Loggm®gdslb abdsGogh, HmamMy Jaméghgme 893-
330060gmdobs s bambgdobmgol owo 360d3bgmmdals 3jmbg dmdMsg s ¢dfsg
bod‘gmﬁaéobﬂ. 03539 bgmdg3mmgdol 3oMggmo dgbemo g563sMGo3L JnmEn-
e Logmomgdsl s gzedmagl Rsdmbomgaml, s acgmgds 3nmEcm bo-
J0069d5@ 1954 brobmgol. sbgmgdos: s6dodgd@nGmmo, bgrmmgbgdal, abmen-
M0 5 Mgmogomo dgamgdo, bgmmgbgdal 60dydgda, obybzmnd@gda, bogbgdoa,
ab@mEommo o9y s Jgmemmaonn 0b@gmgbol mdogd@gdo s bogmgdo, dgbmdgda,
mdmgdo(3 godmaygbgds, Mmamz dodmommygzgdn, s6dnggdo ob dmdmsga Jom-
GOYmo Lo 3MHNMgdol Loseg960 0y b080@0336024. 3™Mb396(300L 39-4 I¢bemo 396-
dmmgdlb 5306MgoL 3omEgdnmgdsl, 3s@ngo L3gb FNMB YO Lo MPNMgdsb ws
™330 dgogegmb abgmo 8mJdgwgdgdobash, Mo ©asDnsbgdl ob aosbswanmgdl
JOEYOm 39333000gMbsL. @sadmdamns 35bmamnbddn, JuMEmds s sMsbsms-
Bom 8m3yBmdai™. Jam@mdamo Lsgnomgdal o(335Lms6 ©s35380Mgdme bo-
doMomgddog Rohmb 5dysfgdl ¢gbggolb 1949 beol 3mbggb(3ngdal sds@gdocmn
™0 mddo, b 3nm@nemmo bdygnommgds EHmos, Mmamz bogMmsdmtn-
bm, 0bg 3GsbogB@edmEGabm 3mBrmod@da. Bgdmblgbgdamma bmdg Mummgdadal
35605, JmEnenm bd3nomgdsl 033L LagBmsdmmabm Rzgnmgdomn Ladsmmes-
mo. dgmdstn dbsmobogol 3nm@nEgmo bsgnomgdolb bgmymas ©sdggdamos
Bbmeme bodbgeGm sa30mgdemdowsb gsdm8wabsty™’, dsgsmomsr, oy Jmb-
Bmogd@ob gfom-gfmo dbsmg magh sx835M7dL s Lomdsfn ©sbndbymgdom nygbgdl
®edgeady 3gm@agere 838330@Mgmdob dyaenb.

JEDEOMmo bs 3o gdolb ©sed(339m LogMmadmmabm ©m3ndgb@adl 3Modnzmbocs
39300 3ya3L, Mo@asb bszdem dsgamoma sMbgdmdl, MmEgbs dgosmamgdaman 3mb-

Bmogd@ob 308nbsmgmdabsb, 3o6bMsb oy 1bgdmoag, gsbspanmms JnmE@nMyma
3933300M09mdal dgamagda. gobemmgbo abBmMNnEsb dgadmgds asdmaymlb Medwgbo-

2 Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48.

# 0dag. Art. 1.

3 0dag. Art. 4.

26 Additional Protocol I, supra note 57, at 27; Additional Protocol II, supra note 57.

?7 Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. Art. 39.
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dg dogamomo, BrmgmMnzes 0gambemsgonl @sdemol dg3amd dmdbrsto 3mbgymad-
&0, M3m0dabal 3ngH 3530560l sl Jobws3gdolb asbsamMgds, gfseyolb gMmazbe-
@0 3%9930b godsM(330 3s68smag0bgmgdgmo 8md@emdol 8o s ©.8.7 ashbs
dmbadMgdgdn, GmI sGbgdmma LadsMomagdmngo Rsthm 396 sbgmbgdl JnmE@ -
0 LdFNPEGaL LEKMERILMZIE s(335L. 5CbAdBNMML Fodsrmgdom, Labmagdms,
3 Im3bsM0 9@ gd0L s sbsdanmgdtngo 485wgdgdnl eadmdal gsfms, bs-
9605dmM0bem GM0dMbsmgdL ©s30bMgdmmn sgzm LabbermabbsdsGmmadmogn 3aobvy-
bobdggdemmds 3nm@aenm bsgnmmgdsdg mogwsbbdal goang.

2. JINEIGHIN Ld3INMMIdO 303IMLN3HBIBN

2.1. GOBAHITR0 RO 30CGNVAI3 IR0 INEIAHIR0 LOdINMIBdO

&9d6mmmann@ds aobgomomgdsed, Gmammz bbgs yzgms dadstorgmgdom, Mggm-
@930 Imabnbs JmEnemmo 35333000gmbob bygfmmadas. nm@aemmo bo-
3006930b 45308369353 gobaMms dsma badg3bogMm ©s bagsbdsbsmmgdmm Jnd-
bgdoom go3mygbgds. sbg3g, YBO™M bgmobobgomdn gobaws Gommm babmgaswomg-
dobongab. 83539 dodsmonymgdoom, asdmbamfiggos abgomn 3Gmagd@gdn, Hmamnzes
CyArk, ®m3dgmoz 3dsmdl abEmMonma dgamgdolb 3D dmegmadals dgdbsbg oo
bgmBnbabzmaL brolb dbmgmomlb bgdabdngmo 636@)0@0(90630. b 1339 dgbad-
990 5M335@gM0smMo FNmENMYmo dgamgdol o339, 0bgonl, Gmamma-
(395 gPmzbmmo (39339, 3o30mnmem, Dgdmambadbmma 3Mmgd@nb Gomamgddo ws-
(3790 053mbyHo gfmgbyyemo (335336031.

3530809090 JYLGIHImo Laggamgdabash 3obbbgaggoom, sogMymo -
Germmo bagnmMgds, 0dmagomgg, 0Jdbgds (308GMMmn BmMmTom ©s Mhgds sbg-
M30. 3G MO0 393 3300M09mdob (3086Mm FmEMdsb K%gM 3093 2003 Byl sb-
Lbgolb UNESCO o 0bostgdlb 1954 bemals 30530b 3mb3zgb(300L b3Q3ob32. (3086~

* Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 261.
¥ Prosecutor v. Ahmad Al Fagi Al Mahdi. 1ICC. 2016.
3% Mission Statement, CYARK,. dobobgmmdns: https://www.cyark.org. babsbos: 29.08.2025.
! Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 263.
32
0dag- 264.
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™0 3G MOemo 353 33000gmdal bam3gomgbm mebsdgmmgg dsgsmoma dgadmg-
35 0ymb 3mo@ym&ds aggormdo (youtube), bawsz bgdobdng® dbn@ggmlb dgmdemas,
bagmmamn 3ogmb gobmsegbgds, dsm dmMal, o4 bgwgds Jnm@mermma 393330069~
mdob dggmadal gogmgdo, 0dbgds gb 3nmE G 893 33000Mgmdsw dgMs3bmemn
m3dgmodg gMob LodmgMs oy (39339, MbGMMama dmbydgb@gdo oy bb3o33. dgbo-
3530bo@, 0ggorndo, MmAME(3 3MOGPMMS, 035053 dGIMYdL 360d3bgmmdsls
JOEOmo 393 3300009m30b gMomdo ©s obo gobsam®gds/bsdms asdmabzgsgl
bmgmom LsdmgsEmgdol sMLgdomo bsbamobmgol b3omdol dgbrwzsl dmgemn

030 3M@Gnemmo 393 3300M9Mdob dgamgdosb.

3. 0106033%®(M3I 303IAMLN3HGI

3009MbogM (39 ma30b M33d0 gMmabbdmdl sdmyzngdgm Jbgmgdl, nbgmmdsso-
a0 gdbmmmaonl  abgMabEM]&ncgdL, 0bdgMmbgBl, Ggmmgimanbogsznal
Jbgmgdl, 3m33oy@gtm bob@gdgdl, 3Mm(3abmMmgdL s JMG@(ﬁMQvaﬁabe. 595~
036, 30dgMbogM3gb, Lo Momsma 30Bbgdal Bnbombggam nygbgdgb Gmame(z bLabgem-
3bogmgdo, sbggg sGsbabymdbogm s94@mMgdo. 30dgmman ameabbdmdl dgnstomg-
dae 3mbgmod@do 3mmo@oiznmo o Lsdbgomm Jobbgdob dombBgzsl (308EMma
Ladamagdgdals 608(*75363600035. 9OM-9M00 3535mM0m0d 0Mbol dofmgmmo (396~
&M0xmag80L bobssmdmga asdmygbadmmo Stuxnet-ob 3063[)036. do@gMosmMo
JNmEOnmo bdgnommgds bosmmop oMol @omo  30dgMdg@g3gdnbasb. 1907
Bl 3s030b Mgamema3ngdo s 1954 Beol 3ss30b 3mbggbzns n(303L dom, dbamgg-
dob @ m3ob 3gommgdols 306@6533@0(937. Jdqbodsdobom, 30696dg8g30Lb 3gwgaswm,
6960bdngFo 3ol do@gFosmya, FnmEnEmmo bs3nomgdal/dgdzzommgmdal

33 0dsg. 266.

** U.S. Department of Commerce. National Institute of Standards and Technology. Information
Security. Glossary. Appendix B. p. 3. 8obsbgomdns: chrome-extension://efaidnbmnnni-
bpcajpcglclefindmkaj/https:/nvlpubs.nist.gov. pdf. bsbsbos: 29.08.2025.

3 Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations. Cambridge
University Press. 2017. Supra note 4, at 375.

36 306x0m00, . (2022). 30696m3965(30900 ©d domnl 38dmygbgdal LogHmsdmEnbm bs-
dotronsmo. 4.

37 Convention Respecting the Laws and Customs of War on Land. 1907. supra note 43;
Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48.
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5D056705 o0M393L BgImambndbym LagMmadmEnbm LadsMmmgdmag RsGAmU.

3ol Ba3mgdol gmM3gdol (33momgdal donbgmagsm, FPmEnenmo bsmomfg-
30b/398 3300M9Mdob (330l bnMdgda 33emeg vgMdgmadl 3mddgwgdsb.

3.1. $INEIGHINN( Ld3INMIBNL RGBS (10603IRIA(M3I ‘VNVAHORIS IR
dMEBRNISNL LO3OXGHAINL 30N6IV3N0)

308 gM0smMn, 3MmEnmo bsznmmgdobash asbbbzsggdom, dgwsmgdoo Horgy-
™0 L3 30Mb0s (30PN S Z5(30BMYENE FNEBYO LogPNMgdsdy LagMmsdm-
obm 33sboGotma LadsMmmal dmJdgogds. Labgmdbogmgdn NS mago-
8bo 30896 dgbademgdmmdgdl s, dgbadedobaow, Labgmadbogmms BngH mEMasbadg-
dmmo 30896398 939003 YBOM ©S YRO™ bdomost. 2005-2019 Bemgdol demaoda
a3bbmM30mes, ssbmmgdom, 480 30696398 g3s ©d gb Masbgo ymggmbemonmsow
0DG©gds” . bsbgm8Bogmms bsdbgGm ©s Lsdmdsmsdm 06@gMbgE 0bgMsLE M-
G 3oORIFZNm0d s ghmdsbgmalb 3oMgdg 396 BMbd(30mbomgdl. dgbedsdo-
Lo, dgosfomgdmmon 3mbxmng@n sMbgdoo Logmmbgl BsMdmsewaqbl mmogy @on-
30l 30896 0bgMabGMN& el d0dstm, dso dmMal (30RMmo s gozoRMgdy-
™o Jm@aegmo bsgnmmgdol dodstmss. 3nbsowsb dgmdstn dbastnbmgol bdo-
@ Mormmons ngmb ©sMBINbgdmmoa bLsdnbdbal dbgdsda, Mol ol Mogowsb sMnwg-
30b 80B6om, 565 @gdg6 6980L80gMo Godal LsBoBbEggdL™ .

sMdgfmo dobgdo sMbgdmdl, Ms@md dgadmgds ogbbsb moglh @Gy Ls-
30006985L LobgmdBbogm o6 sMsbobgmdbogm sg@&mn. 580l doMmEngo dogsmacmn
dgndmagds 0gmb gmbognco 639600b 3683560580 @ 0 7bE™MBLMSL s 3o5d0Mgde-

Wy m836041. JNOEIOY L FPNMgdadg Mazsbbds dgbadmms gsbbmmzogmegl
99803 Mn o 93mbm3ngmEo 130Ms@gbmdol Im3mggdals 30B6on™. 3Mbgmod-

3 Council on Foreign Affairs. Understanding the Proliferation of Cyber Capabilities. 80boB-
30mdons: https://www.cfr.org. bobsbos: 29.08.2025.

39 Council on Foreign Affairs. Cyber Operations Tracker. 30bobgmdos: https://www.cfr.org.
Bobobos: 29.08.2025.

“ Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 269.

*I Brosche, J. (2017). Heritage Under Attack: Motives for Targeting Cultural Property During
Armed Attack. Int’ L J. 248.

42 0dag- 249.
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&do IbaMggdo 3B bd3nomgdsl g3yMmdasb abg, Mmames 6gdalidogm dg-
bmdsbs o9 Mmdogd@b s 3ol dbgdsl, Mmame(z Bgbo, o6 0mgdgb Abgoggmmmdsdo.
JOmEgOnmo Lagnmmgdob gem-gHon gmmdss 3obmgnmdo. 2014 Bgmb Sony
Pictures gobs 30396398 930L 3Lb3gM3mo. absbs Mmam3 3obmaggomdol ggsn-
g0, sbggg 3m33s600l ImMbs(39dms bobs @S dMILMBNM MEbFIMMIml JoMown
0bgm@m3s(300 @HMGdom gobogsMmmgms. s¢bndbymon 3069698 g30L MmEgsbads@m-
&0 0gm hommgm 3mMgs, Maasb gomdo ,,0b8gM 300 BaMdmswaqbos 3mdgwn-
@& dotgl, LEmMgo AMmammgm 3mEgal 338sGmgzgmdg 303 mea-*@G-%g“.

GPor0E0gmo FmGIfgmo @Bgbydaegoger RHMRIRMM (30RHYRISS. Pgo-
bobbgm 20 bgmobodn Bbmgemamlb badyzebo 34 dgndgdal sdbmemnEmEo |IMsg-
mgbmds aoEoxmmes, dsm dmmab, 35803sbol dndgndn, mmbgol d¢9dgydo,
mmbomboL gMmgbyma aomgfgs, bogy-omM 3ol g8 Hm3mmn@qbals 3bgmda, Mo-
0339 bgdn bogHEMsbrgddn s N R bgdmambadbyyem d9Dgndgddy 30ogMdg®g-
35 3 39(3083Mgdmo bgmmmzbgdal 603dgdal @sDnsbgds o6 ao@o(39ds honmgmg-
3o @B POeo b 3ommgdal bgmymesm ©s LagMmsdmmabm basdstnmal sm-
Q393°X-

2017 Bgemb gbEmbymds 3ofMggmds dgddbs dbmggemomadn ,dmbs(zgdms Lsgmbm®,
Gm3gmoz 3obmagbgdamos mnjbgddymado s bamdmawagbl dsmamo ws(330b
dgmbg Imbs(399ms 3mb@Mmeoals s dgbabgal (396@ML. 5bndbymon sbgbgdmmg-
b0l 30Dsbos, gbEMbymdy 3mMbggbonmo mogwalbdnl, d4bgdfaga 3o@s3mnddals
36 3089Mm03sLb3nL dgdmbggszedn, gbEmbymal (30gEMmo 0bgm@ms(30s, dsor dm-
Gob Gogamo oy 3oEegMIdgme FImEBamo boggmfigds ogmb agmma”.
3oMsmgmamse, bsdyzeb LabgmdBogmoms mowgMgdo, msgosbo gob3bawgdgddo,
babL 135396 FMEB YOO L FPNFgdal 30d9639E93700basb ©s(330L >M(30mgd-
@mdob 5 bogBmbggdL™. ymggmosgg bg8msembadbamoa domomgdl, Mm8 bsbgwm-
dbogmgdo 5(36mdngfgdgb, oxy Mo LagMmbolb dgd(339mo dgndmygds agmb 30dgMdg-
93990 39mEOnmo bs3nommgdol 30dstim s 06ygdgb 5ebndbym Ls30mbdy Lo-
30006 3@ ©m3ndgb@gddo s3gmnmgdslb. dbgsgbo gm@mas joMasw bacs-

“ Peterson, A. (2021). The Sony Pictures Hack Explained. Washington Post.

* Ong, R. Hard Drive Heritage: Digital Cultural Property in the Law of Armed Conflict.
Columbia Human Rights Law Review. 271.

¥ E-Estonia. Estonia to Open the World’s First Data Embassy in Luxembourg. 2017. 80bsB-
300madona: https://perma.cc. bobsbos: 29.08.2025.

“ Lyons, A. (2018). Identity of a Nation. Columbia Human Rights Law Review. dobobgomans:
https://www.aspi.org.au. 6sbobos: 30.08.2025.
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bmdos LagMmsadmMabm Ladstmmobmgal. gb sfab g.6. ,Hdogmo Ladstomoalb® Asdm-
yomndgdol a by, babgmdbogmms dmmn@n Mo m31dgb@gdowsb bagsmogdyemm
doemab 3dmbg bagMmadmEabm bsdsGmnmgdmng bgmdg3Gmmgdsdy.

4. LOIMOIOAMAHNLM LO3OGHAIRNL IBMTRIBCNIMH() 306306-:ETdO
30336L03MBIBN FINEIHINR0 Ld3INMISNL RGN 30B600)

4.1. GOBAHITRN RO 30CGNVAI3 IR0 INEIAHIR0 LOdINMIdO
aM3M&HG 96303330

LogPedmEobm LadsMmEal ggmeazoMn gobdsmBgds sl dobo JodgMbog-
(399 3936M(39eq30b Loy z9mgbm 3 bs. LygMmsdmEabm Rggmmgdomo badsGosemn
dmgdggdl 35dnb, Bmmgbsy 5Mbgdmdl Labgmadbogmms 3Mad@ogs s Labgmadbo-
Bmgdo JobEYmMMdgb Moy gormEadmgdgdl. dgdmdmemon dbatyg ngbgds gl Lobgem-
3bogm o oMsLobgmBBogm sd@ma, 135@qbow, 3obmbobdggdmmdsal 56 nemgdgb
a3bbmM30gmgdmem  30dgMmM3gMs300Dy, Moz sMMmgdl o3 13obabzbgmoal dg-
036350, Dmgosm, basgbo Lszombgdol badsGmmgdmago dmbgbEngqds 0bygds
35306, BmEgba bosbo doswagds o6 Dosbol LogMmbob J393 oagds Bs3yzsbn
Labg3bogmgdal sMbgdomo babamo. LEMMgE 530@&m3, KgMxgOMdam, 56 >0l
dmbgbmaggdmmo 30896MHm3gMs(30960L LogMHomsdmmobm badsMomoal sfmgo s o6
560l dgddboemn 3mb3Mg@ o Lbagsmegdamm domalb 3dmbg bagMmadmmobm bo-
doMomgdMngn bgmdgemmgds. ornds Mnbgo-43605060L Jodwnbsmg Ladbgomm
3Mbgmod@ob gomzemobbnbgdom, Lowsg Ibamggdal Jogh sd@onmsw gsdmoyqbg-
ds 30dgMm3gMs(309d0, doMamsmaw, 3g9&mdgdg LadbgoMmm M3nMsEgbmdal dm3m-
39%80L 30Bbom, Jdbol sbam Mgommdal s @aManl dmBgbMnggdol Lagnmmgdsl.
Bobssmdmga dgdmbggzadn, Labgdg a394690s smgymmdam 30dgMm3gHszns, Gm-
39mbaz LagMmadmEnbm babmgsmmgds 396 dni3gdl LadsMmmadtng dggabgdsl
5 3obgbnbdggdmmdsl 396 ©5306MgdL sdbsdsgy Jbamgl. dogmsd, Lobsd dgnd-
36935 3mb3MgB o 30dgMmm3gMa30gd0l 3mabgbmngqdgmo bagMmaedmmobm bgem-
Jg36mmgds, 3odgMm3gfs309dL oB6gbMnggdl LagMmaedmeobm Rggmmgdocn bs-
BoGaamo’’.

4 306x0m00, . (2022). 30896m3965(30900 ©5 domanl 38dmygbgdal LogHmsdmEnbm be-

domsmo. 34.
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30650056 56 04dbgds sbomn LadsMmmgdMagn Re@hm, MHmIgmas @so3o3L (30¢3-
Y ©d 3530830950 39mENOYm bogmmgdslb JodgHm3dgms30goobash, bago-
Mo 3500 (335 3mbrglb 1339 sALgdmmo ResMARmb Gomamgddn. s4odwyg sMLgde-
mo bogMmedm@obm LadsGmmadMngo ©M3Ndgb@gdo o6 0(36mdbgb BgMdnbgdl
»30BOY0” @3 »3230BMIEY0™, MR JPrGIOPere boggomgdeb ©edggme
dmogoMo m3ndgb@n d94d6ormns 1954 bgmb s 08 MHMOLmZgab smbndbmman (369-
3900 mdMsmmE oM 5MLYdMEs. 9MM-gMon godmbagsemns (30BMYMO S (30~
9000 3B emo bdgnomgdol gosdfMgds mogobo dnbssmbol dobgogznom ©s
0339 ©>Hbgder Gmdgmoedy @39 JodsGogmgdsdo dmd393s- Y3gmady mmaes-
600, sbgma dgomhigh 06d0336048. 53 d93mbzg3sdn, (3083Mm ©S 3d(30RMd
JOmEOm 3933300609mdadg a03M(39mgds 3783wy sMbgdmma badstmmmagdo-
30 Rohm, 396dme 1954 Bemols 3sog0b 3mbggb(sns.

LagMmadmMabm 3dsba@ofmmn badstmnmoal o335 Bobogym hsbsbymgddy, dnd-
momm9396Dg o 3MJoggddg gBMdbgds dom oyl 360d3bgmmdsl 3o(3mdnm-
dobongab. 3mm@nEmmo 39333006MgMds 358mbs@egl Lydmasmgdol 3mmE M@
0©9bEMASL, gMcnsbmdsl s Qnﬁ)g&@@g&gbb”. LBMMg s30@m3, Loy gmbggdals
a563s3mmdado, oy dgomdmen dbamgl biyMos dmbobssmdoganl 3gomal godmmds
3Mb3g@Mmo &gfMn@mmnoEsb s dmdsgamm momdgddn bobsdmgdal 3zomol Bod-
Mo, 30390, Mobsg 93909000, 0ym — FamGueymo dgdjgoemgmdal 3obswa«-
9do.

5 35Mg9)mo 5Mdnggdol smoagbs dgndmgdgmos, abggg MHmamez 3ogcmmo bs-
3006980l, Mo@asb gb 1306sL3bgmn dbmmme (30BMMmo BmEIom sMbgdmdL ©s

dobo aoboanmgdal dgdmbzgzedn, o6 oMbgdmdl dobn gobogzmEo s gfmbs@o.
LBmMye 980@m8, 30a®Im @ 323BMISIT FadIHIm bggnmgdedy gbrs
3536 39egb dbGew 03039 LogHcmsdmmabm badsGmmgdMmngo (339, Moy SM-
Jog9d%g 36 (39m©ads.  LagMmadmEnbm  3mdsbodommmo  LodsMmammo by
0(393L B0DogPH BME3sdo s@bgdym 3 Joggdl o de‘gaaﬁéabbso. sbagmma -
M@ Mbod 303M(39mgLb (335 3¢bndbyymn M 31dgb8gdal o s jozgdal (30¢3-
e/ ao(3083M90m 396ML0gddys. 9badbymlb 53ysmgol ol Bod@o(s, Mmad 1954

* Cronin, Ch. (2015). 3D Printing: Cultural Property as Intellectual Property. Cardozo Arts &
Entertainment Law Journal.

¥ Merryman, J. H. (1989). The Public Interest in Cultural Property. California Law Review.
339.

* Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 276.
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Berob 3oog0b 3mbggb30s 0(303L 3G NEYmo bsznmMgdol Madmmend309dL, 0d-
6gds gb 356L3H03EG0, Bogbo oy o@dnSOSI. (3086Om0/g5(3086090mmo bs3nmeg-
dob dgdombggzedn, ©360sbn, 0dbgds o) 358mz0ygbgdo gzmenm oo 3ob3smEg-
30l 396mBg6L™. (3bo0s, HM8 1954 Brmal 35530L 3mb396(300 BoBBs@ absbagl bbgs
&030b FmEIOYm LogNMgdobmsb ghmoe sMJoggdol so(33sL. sMjogalb gho-
9600 Mbsdgmmgg dsgomomn, magobo gmmdaom, dgadmagds aymb (3036mma/gs-
(3086909mo  Jgm@&aenmo bsgnmmgds. dgbsdsdobsw, 3mbzgbz00b sdm(3565d0-
b 5 d0bbgdowsb godmdwnbamyg, gzmem 30 asbdsmBgdol mobsobdsw, 1954
Bermol 3sogol 3mbggbzos Logmmam o330 DLbEs ngnggbsntsw o3 (39mgdl
(308OMm/a5(308M90mm JNmEGNEOMm b 3nmgdsdg, Bmam(z 53sb 5390930 o6~
30390056 dodomgdoo.

Labg3bogmms 3Msd@ngs ohzgbgdl, Hm3 Mogn babgmdbogmgdo 53L9d96 nbgm-
3s(300L (3083 0/ao(3083Mgdmo FHEB Ao bs ggmmgdaol dgbobgd 1954 Bemals
3mb396(300L 033ema396@s(300L 3bg5M0dgddn. sbgma LabgmdBogmgdo s60s6: dgem-
309, 33036Mmbo, LadgMdbgmo, sg3LEMMNS, MM Jgon, gbGmbgmo s bb3053.

42.30M3560 3b0mOL 30RRISINI3I3(0) GNBVBHITN RO 30BGNBVGHIS IR0
SIRNGIGHITRN LOIINMHI3NL 30306:0)

3oaOI@o FIoGIOIee boggomigds 9d3aze dgoedergdgmo jmbgerag@ol dm-
BgbE0agdal LgggHmdo, odze 30dgMbogF (30l sbaemo dobsbnsmgdmgdo asbbbgsg-
©9ds 030basb, o9y Mo gomEgdnmgdgdo goshbnsm dgmdsm dbamggdl. 53703nbwg-
™o LdgEMdMEbm Ladsmmgdfngo Mggodn s6gLgdL dgday dofnmew gomeg-
dmmgdgdl, 3amEnemm bsgnmmgdsbmeb dodstmgdom: 1) babgmdbogmgdl g3-
domadom, 3nmBnee bognmmgdsdg asbdmsb ©s30bbgdom gobsbmEzngmmb
@O0 394&0; 2) bobgmdbogmgdl g36dsmgdsm, 3nmEAnmo bsgnomtmgdal nd-
a35Ms© g5dmygbgds, Mm3gmo(z baggMombgl 3gmJdbol 3 «3065L369mUb; 3) Labgem-
3bogmgdl g3Mdomgdem, 3nm@ummo bsgnommgdol doMzgs ob sbgemndbbmemg-

>! Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48. Art. 1(a).

2 306x0m00, g.(2022). 30696m3965(30900 ©d domnl 38dmygbgdal LogHmsdmEnbm bs-
domosmo. 28.

> Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 278.
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dobongal godmygbgds; 4) babgmdBogmgdo gormgdmmbo 56056 dgoRgmmb gy da-
o bagnm®gdolb JuMomds, o339, 39605m0d3o s sGSLsMsbsm dm3yFm-
3>, 5b0dbmo gomegdmmgdgdo godystgdmmoas 1954 Bemal 3ssgnl 3mbzgb(so-
00, dobo 8358 gdomn MmJdgdom, Logmsdmmabm Rzgmmagdomo LsdsGimmom ©s
BoMdmoa bl 3nm@a@moa bognmMgdolb s 3993300Mgmdal @s330L doMomsw
0bbEM396@9goL.

5b0dbymo 3omEgdmgdgdo bomgmos, Mmeabsi bedbgomm sbsymagdo dmd-
omd9b MIMommE NG NENmo b 3Mofgdal Bobemmdma, ogfsd dmbomzgsabn
bogds, Omogbsz baddg gbgds 30d9ML0gM 3930 sMLde JnEE YO bsymeg-
dob. dogomoms, HmI sg0mmor 303039@0s, Lass aobmagbgdymos 6 dnmomba
LGS IbmMEME 0bamobn@m gbsdy, ymzggmmgon@ae yogb 2 domostmdg dg@on
MbogomMn 30D0GmMn, Mol dbmgmomdn gfm-gHmn yzgmsdy dmbsbyymagdswo
Loo@o. 303ndgnal s dobo J39-3moGBMMBgdol gemgd@mmbamo Imzmmmds
5 9d5890s 24 @aﬁoéoo@)bss. ym39e039 Dgdmambndbmmol gomgamobbnbgdaom, go-
3039005 993939 90 gnggdol 356356 gd5dn 1954 brmob 3s530L 3mbggb(30ab s 1907
Bemol 3sog0b Mgammassogdals 80[‘)3(9300’)56. 356005m0dI0b BB gdo zbm o3 30-
3039005L Mgsed@mmgdobomgabss. bondn Bomdmawagbl msbsddmmdmmdals Log-
39b ImIbIsFgdmgdl ImEnb. bdomns dgdmbzgzgdo, MmEgLss 3Mb3MgGMen
3994B0b ©ddbabyggds, LESGL Mgsed@nMmgds s I3sMo nbgymMMBs300l gob-
®33b9ds begds bonddg, Mol godmbbmmgdebgs IMdomdl Mgwsd@migdol ambwo.
960 dgbgrgom dbasgbo Bog@&gdo bygHombamosm o6 smoddgds, dsgMad, org baddg
96905 dgmabbdgdmm LobdMmbnbgdaym M3gMa(300L, 35306 Dasbals doygbgdal s
33000 0bxymMBa(300L 3o3M(39mgdol LagGmby asznmgdom owons. 2019 Bgemb
Robgmolb dmbmeagdol ©s bLsgsmoyom dmdamabsznal dgogaswe, 1600-dg dg@o
(330mgds 3obbmM(309m©s 3030390005L LGOEGNgddn, MMImgdoz gbgdmes 3mby
3m6aL, 8503560 @5 1989 Brmols 0568960L 8mgebol 3GmE L@ . 8basgbo 85L3Es-
30l mEgb0dgdm Mm3gMs3090mab dBdmems s nygbgdamo bosbol smdmggbgms
Lo gdome Morymos.

> Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48, Art. 4. Additional Protocol I, supra note 57.

* Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 279.

% Henckaerts & Doswald-Beck. Customary International Humanitarian Law. supra note 18.

> Miller, C. (2019). China and Taiwan Clash over Wikipedia Edits. BBC. 80bsB30m30s:
https://www.bbc.com. 656sbos: 06.09.2025.
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960-96m0 g3ds 030l ©oLaEa 6o, sD0sbgdL MYy ofs LabgmdBogm 3nmENEYm
Lagmo@gdal 3089MbogM (3990, 560l dmdmsgn d3semol (sliding scale) sbaemabo. o
35b3dB b0l gogmabsl sbgbl Ladbgomm m3gMmssns FPmEEnm bsgnmmgdsdy.
dogomoms, o Ladbgomm m3gMmsznnbsl gobsan®mgds sMdogdn s@mbgdmemn
0396037 Bogbo, gb 0g69ds Jobndsenm@o Bosba, bmemm oy gowsnbzgds stjogn 56
a3bsan®mgds dobo s@bgdomn Baboeman, gb 0gbgds JumEmEnmo bsgnmmgdol go-
baan®gds s sMbgdomo bosbo. bgszbo dgogagdo ©agds, HmEbss gNmdn-
e bagmoMgdsdg megoabbds begds 30dgMmbagMgda. dogsmomsm, oy Ation-
Mmoo 3MmE55 35056yY39@L, M3 Jomo mowgHol dgbsbgd g03039m0sdg sMbgdmemmn
LGNS0 EIMYEBOMMB, 5cbodbymo 0dbgds abiM3BMEEN Mgosd@mmos
X39Bobogol, omdie gom3zzgnmo 3gfommol 393098 30m0Mgds ©MOMNbLgds
30M3500gmb. 35g6M53 09y LEBGNdolL sMgsdG0Mgdol Bo3gmom RfMnmmgm
3M695 a500by398L aobsbmEs0gemmlb 30dgMm3gMmazns s Landnwsb Bodsenml
5Mbgdomn dm(3mEmdol 0bgm@m3szns, gb 9339 89dmabzg3Lb 3603369mmmzs6 bosbl
s Bodmomo 0bgm@mds(300lb Mo30006 gobmegbgdsl abdnMmgds oo MM ©s
9bmELo, dgbadmms bosbal bHmsw smEagbs 3963 dmbogl. (0B Mma/gs30%-
9090 3G nenmo d9d3z00Mgmds 3obbs 3nmMgdocm Bobgmmos, Mmogbsc ob
hgds 393 3300069Md0b gEMsgMm BmMmIsw. dsgsmomsw, 3gmeg dbmgemom m3al
3980093, 390d530L 3obsaMadamo babomal semwaqgbs dmbrs 3g-18 Lo 3mbals bs-
boDgBom s Boba@gdoo ™. XXI bswgn6930 jo obmsedamo Labgm8Bogml oy 8m-

byemol @s mg36@)0L gobswan®gdal dgdwga doma smmanbs s ab@mmagma dga-
mgdal MgbGegMma300 bmMs0gmegds Babsbbst dgddbamo 3D dmegmgdal 35339~

300>’

Labge3bogmms Lbgs gomegdnmgdgdo FamEnenmo bognmmgdol dndstrim 3om-
350 963905 30d96MbL0gM39Ls(3. 3d3000MB0sL PMML LabgmdBogmgdds Mbos wan(3-
396 (3086 mm0 s 335(308M9dMmo JmEenmo bsgnmnmgds bbgs Labgmdbogml
o6 5Mdbobgm3bogm sd@mMMgdal dogMm asbbmE(30gmadamo JuMomdol, 356ws-
@0B3ob 56 sGobsmsbam dm3yMmmdobast™. 360336gmmasbos 0dgMbogH3930 as-
dmygbgdmo mogsbbdal gmmM3ds. dogamoma DDoS @ndal cogsbbdabsl, Hm-
©abs Jugmolb ao@s@znfmgs brgds medmsgo B3omdnl dmmbmazboo s bandn

¥ Mersom, D. (2016). Story of Cities #28: How Postwar Warsaw Was Rebuilt Using 18"
Century Paintings. Guardian. 3doboBgmdns:  https://www.theguardian.com.  Boboboo:
06.09.2025.

> Rekrei: A Summary. 2021. 3obobgmdns: https://perma.cc. babsboos: 06.09.2025.

5 Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48, Art. 3, 7.
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000dgds. sbgo EOHML, AmEgLs3 dbmEmo DDoS §o030b mogsbbds bmmzogmeog-
33, JNm@aEnm bs3NnMgdsbmseb dodsMmgdom, Logmmsdmmabm badsmmama 56
Qo0M0393% Morab mogrsbbdelb dgrgase, 0BMYE/3oEeBMISImo Jamd Y-
o Ld3OMgds 36 EBNsbEds, dbmmme bgmmds dgndrmgds ©MHMgdoo.
sbadbyym Jqdmbggzgddn, 1954 Beolb 3mbggbzns @soMmggzs dbmemeo 35d0b,
Gmegbsg 30dgMdg@aaeb bedndby Ydgsmme FegMYE/asEeaMdme Jaed -
o bognm®gds s dobo sbsbgds ob gobsmammgdss.

30030L 1954 Bemol 3mbggbzn0b I s8s@gdocmn mddn o6 a3o3L 5MJoggdl. ngn
03530 obEmGome dgamagdl, bymmgbgdolb 60dMdgol s mgmnbidbsabymadals sgo-
mgdlb, HmImadas babgdolb 3nm@n@m b Mgmogon® 39333006 gMdal Bsdm-
0Q636b61. 535bmab, Boogmo g3l LogHomsdmmabm 3mdnGg@o gobdsm@ogl, Mma
dgmeg 0535890000 Mmddn 3mazegb 1954 Bemol 3ssgol 3mbB3gg6(300L go63568)gdsls
JmEOHm 3933300609mdsbs ©d bodmmﬁabo"ogw. dgbadadnbsw, dgmMg ©sdsdg-
domo mgdolb (330 393M(39©gds FNEBIO bognmMgdsdy(s, 0daob dombgos-
350, M3 3350 ©™3396@¢)0L &9JLEdo oM sFnb Bablgbgdo sGJagqda. sggwsb go-
dm3@nbamg, LogMmsdm@obm JdsboGommmoa badsmmsmn 3@Mdomsgl g da-
e bognmmgdsbg DDoS §o3dab dg8g30b gobbmsogmgdsb.

Lagfomgdms 1954 Bemals 3ssgnl 3mbggbs0nl BngH ebgbgdmmoa G gMa@mtoag-
mmdob bsgombo. sebodbmmo ©m 39396@)0L dobgmgom, Labgmdbogmagdn, 33300m-
3006 ©MML gomEadamo 56056, ©0(3356 Logmms® GgMmodmmnsdy s@mbgdmema
JmEOnmo bognmmgds. 83 d93mbzgzadon, 3Mmdmadnmas abgmo @ nenmn
Lagmo@gdol s(335, MMIgemag 0dymegds m3n3oMgdam GgMoGmMosdy. dsGms-
0o, 3m63g6Ees Jaedhgme boggomgdolb @e330b 3oeregdmgdelb Babgdb
6980L30gE bymImMByH Lobgmdbogmb, dogMsd gb JgdmEas 56 dmaze3L yzgms
Jdgobggzel. dogomoma, bagoMmzggmmb Ggmo@mmanl boboemo, 3gMdme, sx3bsdg-
00, M39306093mmos. 50bndbyem G gMo@mMady 8rgdsmgmdl sMsgfma e @e-
o d9d3300Mgmdals dgamo o 3nm@E Mmoo bsnomgds. mogal dbMng, sgbs-
bgmdn 3Mbgdnmo Mggoda 36 Mol sesMadamo Labgmdbogmms sdbmmEEn
133 gbmdal BogH, o6 oMol LogHomsdmmabm MmEMasbnds30960L bgzMo s, ms-
300350, 56 500l 1954 Bemals 3mbgg6(300L bgmdm3bgHo. sbgor dgdmbggzseda, Lo-
96m3dmE0bm LadsMmmnmgdMngo ©s(330L Ls3ombo 3ombzal 60dbal J39d agds. gé-

®! Geneva Conventions of 1949. II Additional Protocol. 1977. Supra note 57. Art. 16.
2 Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 281.
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0-gMm0 g33mbsgamo, o3 93 9Bs3dg sMLadmdL s Moy ndmggs Ladyemagdsl,
sg3babgmal §gF0@mE0sdg 3umE Ao bsgnmmgdolb gsbdMsb ©sbosbgdol dg3-
obgzg30d0, 3sbmbo Bmgmbmzmb 0d s@bgdeem M8 356mbogM Mgendl, oMol LagFmes-
dmtrobm Aggmmagdomo LadsMmama. 545(3, 3bbobdggdmmdol bm@dgda s Mg3s-
&s300b gmM3gda dbgsgbo dgdmbggzgdobmgal 3mbiMg@man o6 oMol asbgmon-

o.

30093 9M00 3Gmdemgdnma bs3ombo 35330Mwgds (3086 ME/ad(3003Mqdnm -
Gernm Ld3MMgdsl. BobogyMabash asbbbgsggdom (30xcmma/gszoumgdamn
JOmEOmo bagnommagds absbgds 30dgMbogM3gdn, 3mbiMgdmmeaw, LyMzgmMgd-
Bg. 50bndbyyemn LyFM3z9Mgd0 gobmaglgdmmons domgemo bmgmomlb dobd@sdoo ©s
Labge3bogmgdo LaMagdmmdgb st JbmemmeE bsgnmsm GaMmoGmmnsdy gobmag-
Lgdmmo LyM3z9Mgd00, sMedge bbgs LabgmdBogmb &gfn@mEnsby dwgdemyg Lym-
39690005(3. sbgo EMML Abgds Jombgs, oy A LabgmdBogmb (soxGma Joyem-
Gemmo bsggmmgds absbgds B LabgmdBogmb @gmo@mmnsdy scbgdmm Lym-
3069, 30b 2g3b o@badbymo Jom@aG Yo baggeMgoob gL gorrydymgds?
1954 Bemobs 3mB396(300 533mMdL, MM LabgmdBogm gomEadamons, 03356 bsga-
36 Gafo@Gmmnadg sMLadamo 3B MOmo 3533300Mgmbs. o9 o6 a3b30gds
53mb3Mg8gds, Mm3d Labgmdbogm gommgdmmos ©sn(335L dbmmmo dobo Jyem-
GOmo 398 3300M9Mds, M350 bgdobdogMa 3nm@ntymo dgd 3 zoMgmds, MHm-
dgmog 3ol Ggeo@mE0sdg B8rgdsmgmadl. 53sb gds@gds smdds s aobdamEgds,
M3 3@ aeemo 3933300609mds/bs3nommgds Bomdmawagbl dmgmo 35(3mdMom-
b0l Ld3MMgdsl s sMs Jbmemme gMhon Labgmadbogmbo. dgbsedsdabsw, Lsbgm-
dbogm gom@gdmmons an(339L dob GafMo@GmmMnsadyg sbgdmmo 6gdabdngfo Godals
JOmEOHmo dg3330Mgmds, 0dob doybgosgew, gb 3sbsbzbgmo g3nmgbals dob
o9y bbgs babgemdbogmb.

43. 30390L03HGIBN FINEIHITRN LO3INMHIBNL SLTRIBN
(»3I3R03330b) RB3O

39(3609Mms ImM0lb gobborgal bagsbos, orm Ms DgdmJdgogdsl sbwgbl (30x6mma
&9do6mmmangdo bgmmgbgdols 030‘)36@‘360760%363. bgemm3bgdal 60dmdo 3o6Ls 3o~
690000 gobmBL dobo 830gbGMEMdnm. LbmFgm 830@m3, 030396 (36mdaeo bg-
mm3gbgdal 6039dgdol MmEMngabsmadlb s (300mmMdgb, sm339mmb dnbo gdmonjom

8 Paul, Ch. (2015). Digital Art. 3rd ed. London: Thames & Hudson. 96.
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Robo(ggmgds. dgbadmms, bgsgbo nymb doamBds, Mmegbs bogddy gbgds (36mdae
RgMBgAm Gommb, dsgmed goblbbgszgdmmos dgdmbggzs, oy Lamdstins gmE@m-
Bg. 90361530 (36mogmo BmEB™L (308EMmn Mgdmogs sMbgdmdl s 36 (39mgde-
m0s dogem dbmgmomdo 06@gMbg@nb 3gdzgmdao. gogfsgmadamos 39Mbos, MHma
33560@otmmo  Lbadsmomol 330 Mg3mnggddy oM by 3M(39mmgdmegl,
50350 Mg3MmEYd30900 FobmdMngom M0l o3 (39madmo ©d docmn GoJ&mo-
030 33bsan@gds 130MMgbs MoYmas. 30bndbmmal sMamgmamse, 30dg-
m39M5(30900b Jodsmoyemgdoom sMbgdmmoa 83 gBo3abomgal, yzgmadg bEmmaes-
bmgabo EM3N3gb@n, Gomnbal 3nb3039d0l BgmEg Mawsd30s badL Ybgsdl dgm-
domo dbaMgqdol gomadaemgdsl 3s@ng0 b396 s 03350 FHEG MmO bszym-
6905, Mm3gmo(g 3gndmagds gobmsogbgdemoa agmb 3069MbogM(3930 96 gobogl 3ndg-
m3gco300b bgdmddggdals b0306064. 35605 330bs, 305300 1954 bemols 3mbggb(zns
(3350 936 (39madL 360d3bgmmmzsb bogbgddyg, sMdnggddy ob Mgd3mmuwd(30gd-
%365. 3mMb3gb(300d0 (39mm3g 0gbs aodmymazaemn Mg3MmEYd(30980L o339, Goms
dm3agom 00mdgdl 3dmbmesm bgmmzgbgdol 60ddgdal go(36mdals Ladmammgds do-
o0 2obsaMgdal dgdmbggzsdai 3o. ymagoemo ogambemsegool Lobbemal Lads-
ool GF0dmbamol Jogm gobboemmem bogdgdn (Prosecutor v. Jokic), Gmdgemas gbg-
dms Jomsgd ©@ommzbogdn ambgbgm-b dbmgmom 393 330000M9mdal Losdo s@bg-
& boggdmdgddy mo300LbbIsL, BMadbomBds @esganbs, MM ¢qbgzol 3mbzgb-
(30900 I o II ads@gdomn m4dgda 030396 3nm@ e 398 3300M9Mdab/Ls 3mo-
6905L o 3Mdomazgb dsbdg 6gd0bdogmn Bodalb Mogrsbbdsl, 0dol dombgmsgswm,
fgommmo bosbo dm3yggds oy s6Ms, dgogase mongbbaob66. ymggmngg bgdma-
6036xym0Esb 303mBnbaty, LagMmadmmabm 3dsbo@stnmao badstomsmn 3Mds-
mo3L 3B Ogmo  bagnmmgdob Bobssmdoga  gobbmmsogmagdmm, Mmams
3mMb3963006, obg 30dgM-d989390Lo3 s Fomn gobbmsogmgds Rsnmzgmgds Lo-
96 m33dmEnbm badsmomoal sMmzg3s.

6 Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations. Cambridge
University Press. 2017. Supra note 4. 534.

% Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48. Art. 1(a).

5 Prosecutor v. Jokic. (2004). Case No. IT-01-42-T. Sentencing Judgement para 50. ICTY. do-
LabBgemdos: https://perma.cc. Bobobas: 10.09.2025.
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44. (13M6 RO30G300) GNBGHITR( INGIGHITRN LO3INMIdO
»30QIG GbM36»:33030)

Jgg00bge@ Mhgds, oy MHmam& 1brs 0dbgl MdGMbggmymazamo 3ssg0b s ¢qbg-
30 3mbggb(30960L s Fscmn sdsGgdamn mJdgdals Gbgzombamgds (30xEMm
FOOEOm Lognmmgdsbmeb dndstmgdoom. 3ssg0b 3mb3zgb300lb 3g-16 s dg-17
Igbmado s35mEgdnmgdl dbsmggdl, 5¢86ndgbgmon 3o 396900 35939096 Gnbo-
306 3mEenm bognmmgdsl s 83 13sbabzbgmb dogbogmlb smal Lgsdny-
Lo®”. LodbgEMm™M EbsyMRgoL odzo 3MbiMgG Mmoo Logdo, Lasz dm(3gdeas 0b-
BMO35(300 Md0gd@gdol dgbsbgd, MmM3mgdbdy cmogabbdss o3 dsrmmos s o6
Mbs gobabmmzogmmb 3bgsglbo sg@n. 3nm@nGgmoa bsgnmigdolb 6ndydgdocs dg-
0l sbgo Logddn. LbmMgw s3g3560 Lol sMbgdMB3 gomssfmhnbs asbsamMgdsl
mdggmabo dgamgdo yu@ab 3oMggmo mdob @MHmL ©s 2011 Bymb modosdo dggto-
Lob®. 8bgagLo Go3ab bngddo Jgbadmms Fmbswglb JmB 3@ byFH3gGgda, 8mbos-
(39905 35bgd0 36 IP dabodstongdn, Lowsz oMmos JnmEnEmmo bsgnmmgds.
9b badogxn sMbgdomsem ao035MB0390©s FNMENOYmo Ld3NMMgdal ©o(335L 3o-
396boge39d0. 330l gMm-gMmo §gd603mMo gbss bLadmdsmsdm 068gMbgG ol godm-
ymazd 0d Jbgemabgoeb, Mobsi dbamggdo 04gbgdgb LadbgMm m3gMms3ngdobogal.
sbgo g3mbzg3zeda, as(30mgdom YBE™ omen 0d69dmEs FNEE YOI bs 3nog-
d0b @a(335 dgoomamgdama 3mbgmng@nbsb, Moasb Jugmadal goymenm gondoy-
bgds 3mddggdal, LadbgMm M3gMa309d0lb s FHmENOYmO Lagnmmgdal ©o(3-
30b LogM(39(3 s BodogyMsw 396 g4bgds swanmo dgdmbzggommdsl b msbdwgs
Bosblb. Bosomgmo 0gbgds, Bm3, o9y 30639 3039639 q35L gobsbmE(309madl Hm3g-
033 3@ enmo bsgmmmgdol Bobssmoga, gb 0dbgds 30dsbdndsGor o dmd-
39®9ds ©d M dgdmbggznmmds 36 msbdwmggn bosba. dnbodsmy mbgdg Labgem-
3bogmgdds goM33gnmo 30dgMmagos330L Ladysmgdgdo mbs 3948656 3mbyMg-
o 3mEnemmo bsgnmmgdob obs(zegs0, Mams dgobexmmb 1954 Bemals
3o0g0b 3mbggb(300L 39-3 dybmoo bsgobo 30@@36‘3@36069.

57 Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48. Arts. 16, 17.

8 Gerstenblith, P. (2014). Beyond the 1954 Hague Convention in Cultural Awareness in the
Military: Developments and Implications for the Future Humanitarian Cooperation. 90. 30bo6-
gmdos: https://perma.cc. boboboos: 10.09.2025.

% Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954. supra
note 48. Art. 3.
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(308090 3@ gegmo bognmmgdob ©s(330L jowgy ghon 3otao Ladysmagdss
LagPMSIMEOLM MNSB5FIMMImMES. Fd30Md06 ML, 1954 Bemals 3ssgnl 3mbzgb-
(3000 6530L6M0 33mEYdMmadgdal GoMamgddo, bags®m 3nmEMMob bosggbGmgdl
5 L330boLEBMMdL Bgmdmosm, 00056533MMIMB, b3 01bgbgmb dmsdwpama-

@mdom 5 35bsbmM(309mmb 3nmEYGYmo Lo FHNMgdol go30136Mgd0l 3Gmgd8g-
30",

J@EONm bs3Mnmgdsdy 30dgMdgGgzolb gsbbmmzngmgdobsl, 360336gemm3zsbas
Labgem3bogmms 08653dMMIMmmds JodgMm3gMazanl dgMszbgol boboenda. dogbg-
5350 0dabs, Hm3 §gJbmmmaonmn gobgomsmgdal bysemmdao asbbmzngmagdy-
™m0 30d9OHm3gMs300b JgMs3b3s ,3gmdmadmomab™ 9339 gobws ,dgbadmm™, danb(s
bogdomm Mormmao 3Mm39L0s s BaMBs@gdal dsblgdlb goblsgnmmgdom bl bs-
96 033mEnbm moGoaaﬁ)mameboﬂ. LagMmadmtobm 38 30(39dmgdomo bEsbosm-
&b sMbgdmds Labgmdbogmgdl dab39dlb IGEMmo 30dgHm3gMms30960b sdmfg-
bob o LadsMmampsdmggsn nbrogngdabmgal LadsMmmadmngo 3sbybobdggd-
mmdob ©s30bMgdols boB‘go@géobn. 3O aamo bognmmgdol o335 oG Mommy-
&0 bagombos bogMmsdmMabm LsdMasEMgdobmzgal. sebadbymbdy doymnmgdlb ab
B39, M3 3mz000-19-0b 3560753006 @MMLS5 30, 2020 Bemol s3Gaemdn 130 Lo-
bgmdbogmb 3nmEMMolb 3abobEma bdal 3gdzgmdom, mMasbabgdmm dgbggo-
90y, (300eMBES M33056m0 0ab7d580L aobnsMgdsl s MFHMNgMMEIbIsMgdsl,
505 306030DaMgdmmn ymagnmoym 35605300l otymenmn bgasgmgbs g dn-
ol bgd@mﬁ)%an. 35bgdnnl @MmL dbmgmomb Labgmadbogmgdal 86%-3s gobo-
BmMgdabomgol oby®s msegnsbmo 3umE Mmoo 3533300Mgmdol dag@gbom. e
3m3rgbad 30g3 9Hbym agbae bobo JgmEYGgme 393330@Mgm30b ad3083MY-
b0l 360dgbgemmdsl. LbmMgw sdo@md, 3560gdnal @abiMyyemgdal dgdwga, J3gybgdl
dmt0b 50603t d0dsMomgdom 0b53dMmMImmbs 3339mMa© gondoMws.

" Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review. 293.
" Gvinjilia, G. (2025). Attribution of Cyberattacks: The Need for New Evidentiary Standards in
International Law. Herald of Law. 41-55. 80boBgcomdoos: https://heraldoflaw.com. Boboboo:
11.09.2025.
72

0d3g
7 UNESCO, Online Meeting of Ministers of Culture: Impact of Covid-19 Pandemic on the
Cultural Sector and the Public Policy Response. 2020. 8oboB3omdns: https://perma.cc. boboboo:
11.09.2025.

™ od3o-

134



G0BEITN Qo 356NBV@I3IR( INEIH IR LO3V0NMIBOL ROG3S
LOIMMOAM®NLM 3TJ306NGIH IR LO3IMHUIROL VoI I3B()

QL3360

a3bbm@309mgdmmo 33mg30L baggydzgmDyg, sbadmomgdama dgadmads omggsl,
3 LagAMSdMMabm LadsMmmol gzmenmzonl 3Gm39L3n, 3oGEMmo Ggdbmenm-

30900L a03magbs Limm B®m dgB@o 356530MMdgdL MHmamM(s ©MJGMabormmo
Loggmdgmgdal, obg Ladsmmmgdfngo Mgamma309d0L GMSBLEMMIs300b. (3093~
e 5 3530860909 39mEOe bsznommadsl ogegh sMbadamo Lsgmsdm-
obm LadsMmmgdMogn Rohm. sdobocmgals Lagofms, (308EMmo/gsz0BMgdnemmn
JNEOnmo Ls3momgdobomgal dgbedsdabo sgoemal dmdogds. gl JoMGogow
dombggans 3omo sMgdnggdem s hsbsbgmgdam 3o@gammndsznnm. sbgo dgdmbgg-
3580, 30xMYE/a>30aMIdYR JICGIPI Loggomgdedy as3hEgmegds 1954
Bemol 300g0L 3mbgab(30960L s Fobo  IFsGgdomn MJdgdol s ggbgzal 1949
Beob 3mbggb(30980L s 8obo ©s3s@gdnmn MmJdgdol (338 dgnaMomadamo 3mb-
Bmogd@ob gomgmgdda. s¢badbygmo @s3gs sMbgdomsw 360d36gmmzabas, Mowasb
Labge3bogmms oo babomo 56 abybgdlb moglh 3umEAnm dgdzznmgmdsady
s bagnomgdsdg Godfom dgosfemgdmmo 3mbygmad@gdobsl. s3sb gds@gds go-
699mgds, M3 Bodyzebo Lobgmdbogmgda 56 0hgbgb 0bn(3058035L 3943bs6 sbsemn
LagMmadmMabm badsmmgdMngo ©mIN3gb@gdn 3B Mo bsgnmmgdal/dga-
3300060gmdob 3330 30bBom. dgbedsdabsw, LagoMmadal dgdmbzggsda, Labgem-
3bogymgdl, LagMmedmMobm MEas6nbs(3098L s 33609693l Mbgdom s@bgdmema
LadsFmmgdmngo RsRmML nb@gM3Mg@nMgds s SbrgdyMmam asbdsMmEqds, Moms
dgbadergdgere aobrgb Jom@a®amo boggomgdob @o3gs:

5badbm z0memgdada gobbszmomgdym 8360d369emmdal 0dgbl LagMmadmEnbim
036533MMImmdal gocfdsggds s sbamn badstnmgdmago LB SbLsMEGgdals dgd«-
353908, HmImadas gobbommamo 0dbgds Gmamty gdbmmmaantn 3Gmamgbal,
abg badaMomgdMogn NbogMmbmgdol 3gMb3g]@ng0wsb. Ls3nmbob gBgJ@&nsbo go-
by398> dmaombmgl Gmame (3 dmgdgeon bgmdgzmnmgdoma Rshmgdol sbemady®
35635M8)gosl, abg sbsmo bm@mds@ommo 0bb@M396@gool gm@mdnmgdsl, Hma-

m9dba(s 946900, YbnggMmbamyMo s bogommgdamm bsbosmo.

39009350, 30BONMO FNEENOYmo bsgnomgdolb ©so33d goboboemgds s@s dbm-
mmE 0sb653gMmzg LsgHmsdmmabm badstomal gfm-gco Mdmsegzhgl gsdmbgg-

350, 5M339m 03 LEgOmE, Lowsy bobgmdbogmms 3Msd@ngs ©d EMIJGMbsmyMn
doamdgdo ©bes dmznmgl mebbzgomsda, Moms 1 bMbzgmymazamn nymb 3ozmd-

135




33603 Q306RNTNS, MI30D 3IM I3 LOZOMOIRL SINGIED, 2025, Ne 1

0mdob boghom 398 3300M9Md0lb 9899 0sbo o335 Mbsdgtmgg &gdbmemmaon-
&0 g3mgob 30mmdgddn.

30343633 IR0 RL0&IGOIS MO

6036330

mg0bgomos, a. (2022). 303g6m3gMs30gd0 s domab gs8mygbgdol bogHosdmeo-
be LadsFmaa.

Paul, Ch. (2015). Digital Art. 3rd ed. London: Thames & Hudson.

Vattel, E. D. (1797). The Law of Nations. G.G. & J. Robinson. London.

Smith, G.B. (1959). Islam and Christendom. in History of the World (2™ ed., W.N.
Weech ed.,).

Henckaerts & Doswald-Beck. Customary International Humanitarian Law.

Grotius, H. (2014). The Rights of the War and Peace. (A.C. Campbell trans., Project
Gutenberg). 2014. https://www.gutenberg.org.

Raven, J. (2004). Introduction: The Resonances of Loss, in Lost Libraries: The
Destruction of Great Book Collections Since Antiquity (James Raven ed.).

Toman, J. (1996). The Protection of Cultural Property in the Event of Armed Conflict.

Thucydides, (2008). History of the Peloponnesian War. 566—67 (Richard Crawley
trans. Floating Press). (Fourth century BCE).

Crawley trans. Floating Press. (2008). Fourth century BCE.

Xenophon. (2009). Cyropaedia. F.M. Stawell ed. Henry Graham Dakyns trans., Project
Gutenberg. (370 BCE).

L&O&0I3()

Alexander, A. (2015). A4 Short History of International Humanitarian Law, European
Journal of International Law.

Lyons, A. (2018). Identity of a Nation. Columbia Human Rights Law Review.
https://www.aspi.org.au. 30.08.2025.

Peterson, A. (2014). The Sony Pictures Hack Explained. Washington Post.

Hubbard, H. (2015). Syrian Expert Who Shielded Palmyra Antiquities Meets a Grisly
Death at ISIS’ Hands, N.Y. TIMES. https://www.nytimes.com (on file with the
Columbia Human Rights Law Review. 03.08.2025).

Cronin, Ch. (2015). 3D Printing: Cultural Property as Intellectual Property. Cardozo
Arts & Entertainment Law Journal.

136



G0BEITN Qo 356NBV@I3IR( INEIH IR LO3V0NMIBOL ROG3S
LOIMMOAM®NLM 3TJ306NGIH IR LO3IMHUIROL VoI I3B()

Mersom, D. (2016). Story of Cities, 28: How Postwar Warsaw Was Rebuilt Using 18"
Century Paintings. Guardian. https://www.theguardian.com. 06.09.2025.

Solis, G. D. (2014). Cyber Warfare. Military Law Review.

Gvinjilia, G. (2025). Attribution of Cyberattacks: The Need for New Evidentiary
Standards in International Law. Herald of Law. https://heraldoflaw.com.
11.09.2025.

Brosche, J. (2017). Heritage Under Attack: Motives for Targeting Cultural Property
During Armed Attack. Int” L J.

Merryman, J. H. (1989). The Public Interest in Cultural Property. California Law
Review.

Silberman, N. (2014). From Cultural Property to Cultural Data: The Multiple
Dimensions of “Ownership” in a Global Digital Age. International Law Journal.
Cultural Prop.

Gerstenblith, P. (2014). Beyond the 1954 Hague Convention in Cultural Awareness in
the Military: Developments and Implications for the Future Humanitarian
Cooperation. https://perma.cc. 10.09.2025.

Ong, R. (2021). Hard Drive Heritage: Digital Cultural Property in the Law of Armed
Conflict. Columbia Human Rights Law Review.

O’keefe, R. (2010). Protection of Cultural Property Under International Criminal Law.
Melbourne Journal of International Law.

6M&H30&0 IR 93&T30

Convention for Protection of Cultural Property in the Event of Armed Conflict. 1954.

Convention Respecting the Laws and Customs of War on Land. (1907).

Geneva Conventions of 1949. Il Additional Protocol. (1977).

Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations.
Cambridge University Press. (2017).

UNESCO, Charter on the Preservation of Digital Heritage. (2003).

War Dept. General Orders No. 100: The Lieber Code. Instructions for the Government
of Armies of the United States in the Field. 1863. https://avalon.law.yale.edu.
14.09.2025.

36IGIRI6ESIBN

Prosecutor v. Ahmad Al Faqi Al Mahdi. ICC. (2016).

Prosecutor v. Jokic. Case No. IT-01-42-T. Sentencing Judgement para 50. ICTY.
(2004). https://perma.cc. 10.09.2025.

137




33603 Q306RNTNS, MI30D 3IM I3 LOZOMOIRL SINGIED, 2025, Ne 1

06636:63&-6ILIMHLIB()

Miller, C. (2019). China and Taiwan Clash over Wikipedia FEdits. BBC.
https://www.bbc.com. 06.09.2025.

Council on Foreign Affairs. Cyber Operations Tracker. https://www.cfr.org.
29.08.2025.

Council on Foreign Affairs. Understanding the Proliferation of Cyber Capabilities.
https://www.cfr.org. 29.08.2025

E-Estonia. Estonia to Open the World’s First Data Embassy in Luxembourg. (2017).
https://perma.cc. 29.08.2025.

Mission Statement, CYARK. https://www.cyark.org. 29.08.2025.

Rekrei: 4 Summary. 2021. https://perma.cc. 06.09.2025.

U.S. Department of Commerce. National Institute of Standards and Technology.
Information Security. Glossary. Appendix B. chromeextension://efaidnbmnn-
nibpcajpcglclefindmkaj/https://nvlpubs.nist.go. 29.08.2025.

UNESCO. (2020). Online Meeting of Ministers of Culture: Impact of Covid-19 Pandemic
on the Cultural Sector and the Public Policy Response. https://perma.cc. 11.09.2025.

138



G0BEITN Qo 356NBV@I3IR( INEIH IR LO3V0NMIBOL ROG3S
LOIMMOAM®NLM 3TJ306NGIH IR LO3IMHUIROL VoI I3B()

PROTECTION OF DIGITAL AND DIGITIZED CULTURAL
PROPERTY WITHIN THE SCOPE OF INTERNATIONAL
HUMANITARIAN LAW

GURAM GVINJILIA

Doctor of Law

Associate Professor, Caucasus International University
guramgvinjilia@gmail.com

REVAZ BERULAVA

Assistant, Caucasus International University

Specialist at the Legal Provision and Research Department
of the Constitutional Court of Georgia
r.berulava@constcourt.ge

Abstract. The protection of cultural property constitutes one of the fundamental
domains of international humanitarian law. However, the advent of modern era of
cyber warfare and the digital technologies has generated novel legal challenges. This
article examines the applicability of existing international legal frameworks, primarily
the 1954 Hague Convention for the Protection of Cultural Property in the Event of
Armed Conflict and its additional protocols, to three categories of heritage: physical,
digitized, and digitally created cultural property. A historical-legal analysis
demonstrates that cultural property has consistently been a deliberate target of
destruction and looting during armed conflicts, prompting the gradual evolution of
international law from the Lieber Code to the Hague and Geneva Conventions. While
the digital transformation has significantly increased the accessibility of cultural
heritage, it has simultaneously created heightened risks of cyber-threats, manipulation,
and data destruction. The article argues that, notwithstanding the 1954 Hague
Convention does not explicitly address “digital” or “digitized” property, an
evolutionary interpretation allows such assets to be considered analogous to archives
and repositories of cultural memory, thereby subjecting them to the existing regime of
international legal protection. This approach is consistent with state practice, UNESCO
initiatives, and the principle established in international law that cultural heritage
constitutes a common value of humankind.

In conclusion, the study reflects that the protection of digital and digitized cultural
heritage has emerged as one of the most pressing challenges of contemporary
international law. While existing treaties provide a foundational framework, effective
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safeguarding requires not only interpretative development of current norms and state
practice but also the creation of new, universal, and binding legal standards to ensure
the preservation of humanity’s cultural identity in the digital age.

Keywords: International Cyberoperations, Digital cultural property, International
Humanitarian Law
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